
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

This is a booklet, not a lawyer (you can tell because 

it is much smaller and less expensive). This 

Entrepreneur’s Intellectual Property Notebook is 

meant to provide an overview on areas relating to 

intellectual property protection that might arise in 

your business. The content of this booklet is not 

legal advice, but simply helpful information, 

accurate at the time of publication, which will 

hopefully make your interactions with your lawyer 

more effective and less expensive. Do not rely upon 

this, or any booklet or website, when you are making 

decisions about your valuable intellectual property 

rights. The dissemination and use of this booklet does 

not create an attorney-client relationship between 

you or your company and Harness IP. If you have 

any questions relating to the content of this 

booklet, or any intellectual property issues, you 

should contact a lawyer.  

 

 

 

 

 

This book may be freely reproduced with attribution 

to Harness IP. First Edition, July 2018. 
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Protecting Your Confidential 

Information 
 

Implement basic security measures. Protect 

every disclosure of valuable, confidential 

information with a confidentiality agreement. 

Guidelines 
 
1. Sufficient: Be sure that a confidentiality agreement 

is sufficient and that you don’t need some other 

agreement, such as a development agreement.  

 
2. Essential: Only disclose information that you have 

to – agreement or not, every person who has 

access to your information is an additional risk.  

 
3. Trust: Only disclose information to people you 

trust – a confidentiality agreement doesn’t make 

someone trustworthy, it just lets you sue them. 

 
4. Public: Assume that anything you disclose without a 

confidentiality agreement will become public 

domain, and if you haven’t yet filed a patent 

application, expect that the non-confidential 

disclosure may limit your ability to do so. 

 
5. Timing: Only disclose information after you have a 

signed agreement and keep your copy in a safe 

place. 
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Confidentiality Flow-Chart 
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Checklist 

Essentials: 

□ Does the agreement bind everyone who might 

receive the information? 

□ Is the subject matter protected by the 

agreement clear? 

□ Do you understand the time frame during which 

your disclosures are covered by the 

agreement? 

□ Does the agreement restrict the recipient’s 

disclosure and use of your information? 

□ Is the recipient’s permitted use sufficiently 

defined? 

□ Do you understand how long the recipient’s 

obligations last? 

 

Options: 

□ Disclaimer of warranties? 

□ Return of disclosed information? 

□ Disclaimer of obligation to enter into 

further agreements? 

□ Disclaimer of reciprocal obligations? 

□ Export restrictions? 

□ Indemnity? 

□ Choice of law? 

□ Choice of forum? 
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Tips 

 Index & Image: Keep an index of the agreements 

you enter into and keep an image of the 

agreements in a secure location. 

 

 Mark: Mark all documents in which you 

disclose your confidential information 

“CONFIDENTIAL” or, even better, “Subject to 

Confidentiality Agreement of “{DATE}.”  
 

 Document: Document the information you have 

disclosed pursuant to the agreement in a 

follow up letter or email. 

 

 Deadlines: Mark the date that disclosures are 

no longer protected on your calendar, so 

you know when to stop making disclosures. 

(Consider sending yourself a post-dated 

email.) 

 

 Expiration: Mark the date that the recipient’s 

confidentiality obligations expire. (Consider 

sending yourself a post-dated email.) 
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Confidential Information of 

Others 
Avoid receiving confidential information that you 

do not need — and make sure you protect the 

confidential information that you do receive — to 

avoid breaching your duty to the discloser.  

Guidelines 

 

1. Scope: Make sure that the scope of the 

disclosed information and the duration of 

your obligations are as limited as possible. 

 

2. Necessary: Only accept confidential 

information that is necessary to your business. 

 

3. Agreements: Have confidentiality agreements in 

place with your employees and contractors 

that allow you to meet your obligations. 

Consider using a non-confidential agreement 

with third parties to prevent any implied 

obligations of confidentiality. 

 
4. Prior Information: Make sure that your 

confidentiality obligations exclude information 

that you had prior to the agreement or that 

you independently develop after the 

agreement period ends. 
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Checklist 

□ Is the subject matter of your confidentiality 

obligations clear? 

 

□ Are there exceptions for information that you 

already have in your possession, that you 

subsequently acquire from an unrestricted 

source, or that you independently develop? 

 

□ Is the period during which the discloser can 

make confidential disclosures clear? 

 

□ Is the duration of your confidentiality 

obligations clear?  
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Tips 
 Index & Image: Keep an index of the agreements 

you enter into and keep an image of the 

agreements in a secure location. 

 

 Notify: If you receive any information that was 

already in your possession, or that you know 

not to be confidential, alert the discloser 

right away. 

 

 Secure: Secure all documents and things that 

contain the discloser’s confidential 

information. 

 

 Mark: Mark all documents and things that 

contain the discloser’s confidential 

information as “CONFIDENTIAL” to avoid mistakes. 

 

 Date: Mark the date that disclosures are no 

longer protected on your calendar, so you 

know when the disclosures you receive are no 

longer protected. (Consider sending yourself 

a post-dated email.) 

 

 Expiration: Mark the date that your 

confidentiality obligations expire. (Consider 

sending yourself a post-dated email.) 
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Notes: 
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Employees 
You cannot do it all yourself. To grow a 

successful business, you will have to enlist the help 

of employees.  Employees do not have the same 

duties and obligations to the business as an owner, 

and you need to address this with an appropriate 

employee (not necessarily employment) agreement. 

 

Guidelines  
 

1. Shopright: In the absence of an agreement, a 

business does not automatically own the 

inventions of its employees unless those 

employees were hired to invent or are 

specifically assigned to that task. Instead, the 

business gets a shopright — a nonexclusive 

license to use the invention. 

 

2. Employee Works: In the absence of an 

agreement, a business owns the copyright in 

works made by employees in the scope of their 

employment, but not other works created by 

employees. 

 

3. Confidentiality: Employees have a common law 

duty of loyalty to their employer not to 

disclose confidential information, but the 

failure to have an express confidentiality 

agreement may cause a court to conclude the 

employer has no trade secrets. 

 

4. Agreement: An employee agreement allows an 

employer to impose other restrictions, 

including protection of computer data and 
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computer systems, as well as restrictions on 

working for competitors. 

 
 

Checklist  
 Essentials: 

□ Is there an agreement to assign and a current 

assignment of inventions? 

□ Is there an agreement to assign and a current 

assignment of copyrights? 

□ Is there a confidentiality agreement? 

 

Options: 

□ Is there an agreement regarding access to   

the company’s computer system(s), network(s) 

and data? 

□ Is there a non-compete agreement? 

□ Is there a non-solicitation agreement? 

□ Does the employee disclose prior inventions? 

□ Does the employee disclose prior obligations 

and agreements? 

□ Is there a choice of law provision? 

□ Is there a choice of forum provision? 
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Tips 

 Limits: Some states limit what can be assigned 

and how long a non-compete agreement will be 

valid, so be sure to understand what laws 

apply to your agreements. 

 

 Agreements: Get agreements from all 

employees who handle confidential information 

(yours and third party’s) or who could 

possibly create something valuable. 

 

 Secure: Keep copies of all employee 

agreements in a secure location. 

 

 Timing: Adequate legal consideration can be an 

issue with employee agreements, so present the 

agreement at the start of employment, or at 

the same time as a promotion, salary increase 

or bonus. 

 

Notes: 
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Contractors and Consultants 
To grow a successful business, you will need to 

enlist the help of contractors and consultants.  

Contractors and consultants do not have any 

obligations to the company beyond those created 

by contract.  

Guidelines 
 

1. Inventions: A business does not own the 

inventions of its contractors and consultants, 

except as provided in a contract between the 

parties. 

 

2. Copyright: A business usually does not own the 

copyrights in works made by contractors 

and consultants, except as provided in a 

contract between the parties. 

 

3. Confidentiality: Contractors and consultants 

have no obligations to protect a Company’s 

confidential information except as created by 

a contract between the parties. 

 

4. Restrictions: An agreement allows a business 

to impose other restrictions on contractors 

and consultants, including protection of 

computer data and computer systems, plus 

restrictions on working for competitors. 
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Checklist 
Essentials: 

□ Is there an agreement to assign and a current 

assignment of inventions? 

□ Is there an agreement to assign and a current 

assignment of copyrights? 

□ Is there a confidentiality agreement? 

 

Options: 

□ Is there an agreement regarding access to 

the Company’s computer system(s), network(s) 

and data? 

□ Does the agreement address the employees of 

the contractor or consultant? 

□ Is there a non-compete agreement? 

□ Is there a non-solicitation agreement? 

□ Is there a representation and warranty that 

the contractor or consultant is free to work 

for the company? 

□ Is there a choice of law provision? 

□ Is there a choice of forum provision? 

Tips 
 Get agreements from all consultants. 

 

 Maintain a database of contractor and 

consultant agreements and keep copies of all 

agreements in a secure location. 
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Patents 
The United States has joined most of the world in 

awarding patents on a first-to-file basis. To protect 

an invention, an inventor should try to get the 

earliest possible filing date, preferably before any 

public disclosure of the invention.  

Guidelines 
 
1. Patent Types: There are three types of U.S. 

patents: 1) utility patents that protect the way 

something is constructed or how it works; 2) design 

patents that protect the appearance of a 

product; and 3) plant patents that protect 

asexually reproduced plants. 

 

2. Requirements: An invention must be useful, novel 

(new) and non-obvious (not an obvious variation of 

the prior art) to be patentable. 

 

3. Filing Date: Get the earliest possible filing date by 

filing a provisional patent application as soon as 

possible, and filing a new provisional each time a 

significant development is made. 

 

4. Timing: Although disclosures made by the inventor 

within the year before filing generally do not bar 

patenting in the U.S., pre-filing disclosures can bar 

foreign patent filings and can prompt third party 

publications that narrow the scope of protection 

available in the U.S., so file before making any 

public disclosures. 
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PATENT FILING TIMELINE 

 

 
 

 

 

 

 

 

Notes:

1st 
Provisional 
Filing 

2nd 
Provisional 
Filing 

3rd 
Provisional 
Filing 

Regular 
Utility Filing 
and Foreign 
Filing 

One year 
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Publication 
 

 Utility patent applications are usually published 

18 months from their earliest effective filing 

date.  

 

 You can prevent publication of your application 

until issuance if you request non-publication at 

filing and agree not to file any foreign patent 

applications on the subject matter. 

Tips 
 Non-publication makes sense if you want to treat 

your invention as a trade secret if you do not 

obtain a patent, or if you are still developing 

your invention and do not want your own 

published application to be prior art to your 

future developments. 

 

 A non-publication request generally prevents 

foreign patent protection, but start-up 

businesses should not obsess over foreign 

protection — which can be difficult and expensive 

to obtain — at the expense of solid domestic 

protection. 
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Provisional Patent Rights 
There is no liability for patent infringement until 

a patent actually issues, but once the patent issues 

you may be able to collect damages for 

infringement occurring after publication but before 

issuance, provided that: 

 

1. You give the infringer notice of your 

published application; and 

 

2. The infringed claim in your issued patent is 

“substantially the same” as a claim in your 

published application. 

 

Record Keeping 
The adoption of a first-to-file system did not 

eliminate the need to keep inventor notebooks. The 

time may come when you will need to use those 

records to prove that third party disclosures are 

not prior art. Therefore: 

 

1. Preserve records showing independent 

development of your invention. 

 

2. Preserve records of the content of all pre-

filing disclosures and the identities of to whom 

they were made. 
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Patent Searching 
You do not have to conduct a patent search, 

but any material prior art you do find must be 

disclosed to the Patent Office.  Searching, however, 

will help you understand the prior art and avoid 

filing an application that has no chance for success. 

It can also give you helpful information about your 

freedom to practice the invention. 

 

 

 

 

 

 

 

 

 

 

Tips 
 Scope: Don’t forget to search published 

applications as well as patents. 

 

 Limitations: Know the limitations of your search. 

Full text searching at the USPTO only includes 

patents from 1976. Full text searching on 

Google Patents includes all patents, but 

contains scanning errors. 

 

Search patents in the 
full text database 
using broad search 

terms. 

Identify the most 
relevant patents and 

search where they 
are classified. 

 

 

 

 

 

cations. 
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Patent Marking 
1. You can and should mark products covered 

by a pending application “patent pending” or 

“pat. pend.,” but there is no legal obligation to 

do so.  

 

2. You should mark products covered by an 

issued patent with the patent number to 

preserve your ability to collect damages 

from infringers. 

 

Tips 
You can keep your patent marking 

current by: 

 

 Actual Marking: marking the product with the 

word “patent” and the number; or 

 

 Virtual Marking: marking the product with the 

abbreviation “Pat.” and an address of a 

website that has current information about the 

patent coverage. 
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Your Business Name 
The name you adopt for your business — your 

trade name – must not be confusingly similar to a 

name already in use. 

 

Guidelines 
 

1. Unique: If you are forming a business entity (a 

corporation, LLC, or partnership), your name 

must be different from any previously active 

and registered business name. 

 

2. Trademark Search: If you are going to use your 

business name on your product or service, you 

should also conduct a trademark search to 

reduce the risk of an infringement or unfair 

competition claim. 

 
3. Fictitious Name: If the business name that you are 

going to use publicly is different from your 

actual legal name, you may need to register this 

“fictitious” name (also called “doing business as,” 
frequently abbreviated as “d/b/a”) with the state 

or local authorities where you do business.   
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Branding 
The trademark or service mark that you select 

must not be confusingly similar to or dilute a prior 

mark. 

Guidelines 
 

1. Search: Search your mark. 

 

2. Clearance: Do not fall in love with your mark 

until it has been cleared. 

 

3. Similarity: Do not select a mark that is similar 

to a mark used on the same or related 

products or services, or which is similar to a 

famous mark. 

 

4. Connection: Avoid marks that falsely suggest 

a connection with someone or something. 

 

5. Descriptive: Avoid marks that merely describe 

your product or service. 

 

6. Deception: Avoid marks that are deceptive in 

their descriptions of your product or service. 

 

7. Names: Avoid marks that are merely surnames.  
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Tips 
 

 Objectivity: Evaluate your search results 

honestly.  

  

 Objections: Don’t assume that another 

trademark owner is any less attached to their 

mark than you are to yours. If you were the 

senior user, would you consider objecting to 

their mark? If so, then they will probably 

consider objecting to yours. 
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Flowchart 

 

 

 

 

 

 

 

 

 

 

 

Example 

 

 

  

Search: Cardichek 
Search singular and plural 

versions of the mark. 

e.g., 

cardicheks 

Search the first portion or 

prefix of the mark. 

e.g., cardicard, 

cardiac. 

cardicad, etc.  

Search the second portion 

or suffix of the mark. 

e.g., casechek, 

clearchek, 

corechek 

Search substituted vowels 

for the mark. 

e.g., cardochek, 

cordichek, etc. 

Search substituted 

consonants. 

e.g., kardichek, 

cardichex, 

cardicheck, etc. 

Search a trademark 
database for the exact 
mark on any goods and 

services. 

Search a trademark 
database for the variations 

of the mark on related 
goods and services. 

Conduct a broad web search 
for potentially conflicting 

and potentially unflattering 
uses. 
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Trademark Protection 
 You develop protectable rights in your mark 

simply by using it. These rights, however, only extend 

to the areas where you actually use the mark. To 

protect your mark throughout the country, even in 

areas where you have not yet used it, you should get 

a federal registration on your mark. 

 

 There are three decisions to make in applying 

for a federal registration: 

 

1. Basis: the basis for the application; 

 

2. Form: the form of the mark to register; and  

 

3. Products/Services: the products and services 

for which to register the mark. 
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The Basis for the Application 
 An application can be filed based on your 

actual use of the mark on all of the listed products 

and services or based on your intent to use the 

mark on all of the listed products and services. 

 

A use-based application is generally faster and 

less expensive and is the obvious choice where the 

mark is already in actual commercial use.  

 

An intent to use-based application is slightly 

more expensive and usually takes longer to 

process, but it allows the owner to get the 

registration process started long before 

commercial use of the mark begins.  Unless the mark 

is in use on all of the listed goods, an intent-to-use 

application should be filed. 
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The Form of the Mark 
 A word mark can be registered in the 

particular form it is used (e.g., a special font, 

arrangement and/or logo).   

 

Block Letter Format: A word mark can be 

registered in block letter format, which protects 

the mark in any form or style. This registration 

offers the advantage of protecting your mark as it 

evolves over time, whereas a stylized format may 

cause protection to lapse if you make changes to 

the mark.  

 

Stylized Format: A registration on the stylized 

format is advantageous because the stylized 

presentation may make the mark easier to register. 

Furthermore, you could bring legal action against 

an infringer who copies the presentation of the 

mark while using different words. 
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The Products and Services 
 A federal registration creates a presumption of 

ownership and grants exclusive right to use the 

mark in connection with the products and services 

listed in the registration. The scope of protection 

therefore depends upon the products and services 

listed. This list cannot be expanded once the 

application is filed, so it is important to have an 

accurate and complete list of the products and 

services when the application is filed. 

 

 The USPTO has a manual of acceptable goods 

and services. This manual should be used, where 

possible, to avoid delays and extra expenses.  
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Trademark Registration Process 
 

Once filed, the USPTO examiner determines 

whether the applied-for-mark fits the categories of 

terms that can be trademarked and whether the 

mark is “confusingly similar” to another person’s 

mark. If the examiner objects to the mark, the 

applicant may respond to the rejection and/or 

appeal the examiner’s decision. If approved, the 

mark is “published” in the Federal Register. This 

allows the public to determine whether they have 

any objections to the applied-for-mark. If so, the 

mark enters an administrative proceeding known as 

an “Opposition.” If no Opposition is filed, or if the 

applicant raises a successful defense, the mark is 

placed on the Federal Register. 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

FILE 

 Office Action 

 

 Response Published 

 

 

Appeal  
No Registration 

Issuance 

 
 

Opposition 

Rejected 
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Proper Trademark Use 
You must use your trademarks properly or you 

risk losing them. 

Guidelines (“The ACID Test”) 
1. Adjective: A trademark identifies a particular 

kind (brand) of product, so a trademark should 

only be used as an adjective. This means that a 

mark generally should be used with a generic 

term.  The word “brand” can help, but usually is 

not necessary. Only use your mark as an 

adjective.  

 

2. Consistent: Trademarks are more recognizable, 

and thus stronger, when they are used 

consistently. A trademark should therefore 

always be used in the same form with a consistent 

font, case, color and punctuation. 

 

3. Identified:  Identify the mark as a mark. When a 

mark is registered for the particular 

product(s) and/or service(s) with which it is being 

used, use a ® symbol; in all other cases use a ™ 
symbol. If you cannot mark every use, at least 

mark the most prominent use on each face of the 

package or page of text.  

 

4. Distinctive: A trademark should be used 

distinctively so that it is recognized as a brand 

and not perceived as a description or product 

designation. Use a distinctive size, color or font 

so your mark stands out from normal text. 
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Copyright Protection 
Copyrights protect eight broad categories of 

works: 

1. Literary works; 

 

2. Musical works; 

 

3. Dramatic works; 

 

4. Pantomimes and choreographic works; 

 

5. Pictorial, graphic and sculptural works; 

 

6. Motion pictures and audiovisual works; 

 

7. Sound recordings; and 

 

8. Architectural works. 

 

Of these, literary works and graphic works are 

usually the most important to a business. They can 

include: software; white papers; technical drawings 

and illustrations; presentations; websites; 

advertising and promotional materials; and 

packaging. 
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Copyright Rights 
 

Copyright rights give the owner the exclusive 

rights to do or authorize the following: 

 

1. Reproduce the copyrighted work; 

 

2. Prepare derivative works based upon the 

copyrighted work; 

 

3. Distribute copies or phonorecords (physical 

objects carrying a recording, such as a CD) 

of the copyrighted work to the public; 

 

4. Publicly perform the work; 

 

5. Publicly display the work; and 

 

6. Perform the copyrighted work publicly by 

means of digital audio transmission (for sound 

recordings). 



 

32 
 

Copyright Protection 
Your works are automatically protected by 

copyright when they are “fixed in tangible form.”  
There are two steps, however, that will give you the 

broadest possible copyright rights: 

 

1. The first step is to apply copyright notice to 

each copy of the work. Copyright notice 

consists of the © symbol, the name of the 

copyright owner, and the year that the work 

was first published. For a work that was first 

published by the Acme Company in 2016, the 

notice would be: 

© Acme Company 2016 

 

2. The second step is to register the copyright 

with the Copyright Office. It takes about 30 

minutes and currently costs $35 to 

electronically file a copyright application at 

http://www.copyright.gov/. 

  



 

33 
 

Copyright Registration 
Registering the copyright gives the owner at 

least three important advantages: 

 

1. A registration is a prerequisite to bringing an 

infringement lawsuit. 

 

2. If the copyright is registered before the 

infringement begins, the copyright owner is 

entitled to statutory damages — $750 to 

$30,000 per infringement, which can be 

increased to $150,000 for willful infringement. 

 
3. If the copyright is registered before the 

infringement begins, the copyright owner is 

entitled to recover its attorneys’ fees in 

successfully enforcing the copyright. 
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Copyright Term  

A copyright lasts for the life of the author(s) 

plus seventy years. For anonymous works, or works 

made for hire, the copyright lasts for the shorter 

of 95 years from publication or 120 years from 

creation. 

 

Because of the long duration, and the fact that 

applying copyright notice is now optional, it can be 

difficult to determine whether or not a work is still 

protected by copyright. Generally speaking, works 

published before 1924 or works published without 

copyright notice before 1978 are not protected by 

copyright. 
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Securing Ownership 
 

Employees: Works prepared by employees in the 

scope of their employment are “works-made-for-

hire” and belong to the employer. 

   

Non-Employees: Works prepared by non-employees, 

or works prepared by employees outside the scope 

of their employment, generally do not belong to the 

employer.  Merely paying for a work is not enough 

to ensure that you are acquiring the intellectual 

property rights in the work.  Whenever you engage 

a consultant or freelancer to create a work for 

you, you should have a written agreement that 

specifically transfers all rights in the work to you: 

 

Contractor agrees that all rights, title, and 

interest in any works created in the course 

of the project, including all copyright 

rights therein, belong to company, and 

contractor agrees to assign, and hereby 

does assign, to company, the work, all 

intellectual property rights (including 

copyright rights) in the work, and the right 

to sue and recover for any past 

infringements thereof.  

 

The agreement should contain additional provisions 

to ensure that you can secure and enforce your 

rights in any such works and maintain ownership 

rights post engagement. 
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Infringement Issues 

Patent Infringement 
 

Utility Patent: Infringement of a utility patent is 

determined by comparing the product or method 

with the claims of the patent. If the product or 

method meets each and every limitation of at least 

one claim, it literally infringes the patent. Even if the 

product or method does not literally meet all the 

claim limitations, it may still infringe under the 

doctrine of equivalents if it is insubstantially 

different from at least one of the claims.   

 

Design Patent: Infringement of a design patent is 

determined by comparing the product with the 

drawings in the design patent. If the resemblance is 

such that in the eye of an ordinary observer, giving 

such attention as a purchaser usually gives, two 

designs are substantially the same, the design 

patent is infringed. 

 

Guidelines 
1. Determining infringement requires reading the 

claims, the specification of the patent, and the 

prosecution history (the Patent Office’s file 

for the application) — usually available on the 

Patent Office website. 

 

2. Always check the PAIR system to make sure 

that the patent is still in force and has not 

expired for failure to pay maintenance fees. 
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Trademark Infringement 
Infringement of a trademark is determined by 

evaluating whether the mark is “confusingly similar” 
to a prior mark. A number of factors go into the 

determination of confusing similarity, including: 

 

1. Similarity of the marks; 

 

2. Similarity of the goods and services on 

which the marks are used; 

 
3. Channels of trade in which the marks are 

used, including how the product or 

services are advertised; 

 
4. Types of outlets where the products or 

services are sold; and 

 
5. Overlap of customers or potential 

customers, and the type and sophistication 

of the customers. 

 

Even if there is no likelihood of confusion, the 

New mark may dilute the distinctiveness of a mark 

either by blurring its distinctiveness or tarnishing 

its reputation, creating liability for its adopter. 
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Copyright Infringement 
Copyright infringement is determined by whether 

protectable expression has been copied.  Because 

copying is hard to prove directly, the copyright 

owner usually only has to prove that the alleged 

infringer had access to the copyrighted work and 

that the accused work is substantially similar to the 

copyrighted work. The accused infringer has to 

prove that there was no copying. 

 

 Not all uses of a copyright work are 

infringements, and the law recognizes and excuses 

certain “fair” uses of a copyrighted work. Fair use 

considers: 

 

1. The purpose and character of the use, including 

whether such use is of commercial nature or is 

for nonprofit educational purposes; 

 

2. The nature of the copyrighted work; 

 
3. The amount and substantiality of the portion 

used in relation to the copyrighted work as a 

whole; and 

 
4. The effect of the use upon the potential market 

for, or value of, the copyrighted work. 
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Trade Secret Misappropriation 
 

There is no “infringement” of a trade secret. 

Rather, Federal and State trade secret law 

protects against the use of “misappropriation” —
using improper means to acquire the trade secret, 

such as breaching a confidentiality agreement, 

bribery or theft.  

 

Independently discovering the trade secret or 

reverse engineering the trade secret from publicly 

available information, however, is not 

misappropriation. 

  



 

40 
 

Enforcement 
The decision to enforce your intellectual 

property rights should not be made lightly.  

 

There is, of course, the matter of cost, both in 

terms of legal fees and in employee distraction.  The 

mere reference to intellectual property rights may 

prompt an infringer to sue you for a declaration 

that your rights are invalid or not infringed. You 

may also provoke counterclaims for other, 

unrelated disputes between the parties. 

 

Asserting intellectual property rights also 

obligates the owner to follow up or risk losing 

those rights through the doctrines of laches (an 

unreasonable delay in asserting rights) or estoppel 

(a failure to follow up that the accused infringer 

relies upon). 

 

Finally, you should expect that your assertion 

of rights will be publicized and judged in the court 

of public opinion. 
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The Cease and Desist Letter 
The knee-jerk reaction upon discovery of a 

suspected infringement is to send a cease and desist 

letter. While this ultimately may be the correct 

strategy, there are a number of things that must be 

considered before the letter is sent. 

 

Sending a Cease and Desist Letter 

Pros Cons 

Often effective. You must be 

prepared to follow 

up. 

Relatively 

inexpensive. 

The recipient may 

sue you. 

Letter may generate 

desired publicity. 

The letter may 

generate unwanted 

publicity. 

Recipient may stop 

infringing activity. 

The recipient may 

raise other 

unrelated matters. 

Letter may serve as 

basis for asserting 

continued 

infringement is 

willful. 

State laws restrict 

cease and desist 

letters. 
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Receipt of a Cease and Desist Letter 
Cease and desist letters work both ways. 

Consider the following actions if you should receive 

a cease and desist letter: 

 

 Investigate: If you receive such a letter, you 

should immediately investigate the claim.   

 

 Response: You should not respond to a letter 

until you have an understanding of the validity 

of the asserted rights and the legitimacy of the 

infringement claim.   

 

 Continued Infringement: Continued infringement 

without justification after receipt of notice of 

infringement may be regarded as willful 

infringement, possibly subjecting you to 

increased damages and attorneys’ fees. You 

should promptly satisfy yourself that the 

asserted rights are not valid or are not 

infringed before continuing.  

 

 Opinion of Counsel: An opinion of counsel is not 

absolutely essential, but it can be very 

valuable in defending an allegation of willful 

infringement. 
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Correspondence and Records 
While you should always be careful in your 

correspondence and record keeping, when it 

appears likely that there will be litigation, you must 

be doubly careful.  

 

Guidelines 

1. Restrict email communication as much as 

possible.   

 

2. Telephone communication is preferred because 

all written correspondence, sometimes even with 

counsel, may be discoverable.   

 

3. Your counsel will likely advise you to put a 

“litigation hold” on your physical and electronic 

files. Any loss or destruction of records from 

this point on, called “spoliation,” can result in 

severe sanctions by a court, including fines 

and/or dismissal of the case. 
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Your Computers and Data 
Federal and state laws, such as the Computer 

Fraud and Abuse Act (18 U.S.C. § 1030), protect your 

computer system and data from tampering. The key 

to liability under these statutes is whether there was 

unauthorized access to the system. You must 

therefore make the limits of access clear. 

 

Guidelines 

1. Limit Access: Make sure you limit access to 

your computer systems by employees and 

contractors. Add a message, such as the 

following: 

 

You are only authorized to access the 

computers and computer data of the 

Company during normal business hours, for 

the sole and exclusive benefit of the 

Company, and any other access of use of the 

Company’s computers and computer data is 

unauthorized and expressly prohibited. 

 

2. Remind: Remind employees of this policy, for 

example on your log-on screens. 

 

3. Enforce: Enforce your policy. 
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Your Website 
You should create terms of use for your website, 

particularly if you provide data or other 

information to customers via your site or if members 

of the public can upload or post information to the 

site. You should also protect the intellectual 

property surrounding the site. 

Guidelines 
1. Terms of Use: Implement well-thought out terms 

of use. 

 

2. Rights: Acquire the rights in your website from 

the developer, authors and photographers 

via a written assignment agreement. 

 

3. Copyright: Put copyright notice on the website. 

Obtain copyright registration on photos, 

multimedia and text that appear on your 

website. 

 

4. Trademark: Register distinctive elements of 

your website as trademarks. 

 

5. Patent: Obtain design patents on the 

backgrounds, icons and animations of your 

website. 
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Your Advertising and Packaging 
You should make sure that you either own, or 

have permission to use, all of the text, images and 

graphics that you use in your advertising, 

packaging and promotional materials. If you hired 

outside copywriters, photographers and artists, 

you can and should obtain an assignment of the 

copyright in such works. 

Guidelines 
1. Protection: Protect the intellectual property 

in the advertising and packaging, paying 

particular attention to copyrights and 

trademarks. 

 

2. Acquire Rights: Acquire all rights in the 

advertising and packaging from all persons 

and firms who participate in their creation. 

 

3. Copyright Notice: Use copyright notice on all 

advertising and packaging. 

 

4. Trademark Use: Make sure that your 

trademarks are properly used and identified. 

Also make sure that any references to third 

party trademarks are accurate, truthful and 

reflect the ownership and status of the mark. 
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Checklist 
You should carefully review your advertising, 

promotional materials and packaging before you 

publish them. Consider the following:  

 

□ Does it contain any unsearched marks, taglines 

or slogans? 

 

□ Are all marks properly identified? 

 

□ Are all marks properly used? 

 

□ Are third party marks properly used and 

are appropriate disclaimers made? 

 

□ Have the appropriate consents and 

permissions been obtained? 

 

□ Have all claims for product function and 

performance been vetted? 

 

□ Are all patent markings correct? 

 

□ Are all warranties and guarantees 

intentional?    
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Your Email 
 

 Email often plays a prominent role in lawsuits 

where you are seeking to enforce your intellectual 

property or defending an allegation of 

infringement. You should assume that every email you 

send or receive will be turned over to an opponent 

in litigation, and you will therefore want to act 

accordingly. 
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Guidelines 
1. Professional: Keep business email professional. 

(Write as if your mother were reading over 

your shoulder.) 

 

2. Purpose: Consider the purpose of the 

communication. 

 

3. Audience: Consider the audience/recipients. 

 

4. Factual: Be factual. Where opinion is called 

for, identify it as opinion, and make sure that it 

is germane to the issues. Don’t give an opinion 

you are not qualified to give. 

 

5. Emphasis: Make your point, but avoid EXTREME 

emphasis!!! 

 

6. Separate: Keep business and personal 

messages separate. 

 

7. Characterization: Consider how your 

characterization of the Company and its 

activities would be perceived by an outsider. 

Do not make mean or demeaning references to 

others. 

 

8. Evidence: Consider how the email would look as 

an exhibit at a deposition or trial, because 

that is where you’ll see it again. 
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CONTACT US 

 

Detroit Metro    St. Louis Metro 

5445 Corporate Dr. 7700 Bonhomme Ave. 

Suite 200 Suite 400 

Troy, MI 48098    Clayton, MO 63105   

Phone: 248.641.1600   Phone: 314.726.7500 

Fax: 248.641.0270    Fax: 314.726.7501    

        

 

 

 

Washington, DC Metro   Dallas Metro 

11730 Plaza America Dr.  2801 Network Blvd. 

Suite 600     Suite 600 

Reston, VA 20190   Frisco, TX 75034 

Phone: 703.668.8000  Phone: 469.777.5400  

Fax: 704.668.8200   Fax: 469.777.5401 

  

 

 

 
 

www.harnessip.com 
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